

















3. General Terms and conditions of this Agreement;
4. Attachments to this Agreement in sequential order; and
5. Any other documents and agreements incorporated herein.

19. INDEPENDENT CAPACITY

20.

21,

22,

23.

24,

The scope of this Agreement maintains each Party’s independent status as a self-governed
entity, and nothing herein may be deemed as allowing any employee or agent of one Party to be
considered as the employee or agent of the other Party.

INTEGRITY OF DATA

DOL compiles its Data based in part on the reporting of information from outside individuals
and entities; as such, DOL may not be held liable for any errors which occur in compilation of
Data. DOL may not be held liable for any delays in furnishing amended Data. DOL will make
best efforts to ensure DRIVES is available. However, DOL makes no guarantee of system
availability, accuracy of data, or that the Data will meet the Licensee's needs. DOL may
make changes to DRIVES at any time to suit its business needs, without notification to
Licensee.

INTERIM DISPOSAL OF DATA CONTAINING PERSONAL INFORMATION
Notwithstanding any permanent Data Disposal requirements set forth in Attachment A - Data
Security Requirements, Licensee shall intermittently dispose of any Data containing Confidential
Information at any time when Licensee's immediate use of that Data is no longer needed.
Licensee is a government agency, and the Parties have mutually determined that the Licensee
shall adhere to its required retention schedule.

RECORD MAINTENANCE

The Parties shall maintain all records relating to this Agreement, including all service and
account records. All records and other material must be retained for six (6) years after
expiration or termination of this Agreement.

If any litigation, claim, or audit is started before the expiration of the six-year period, the records
shall be retained until all litigation, claims, or audit findings involving the records have been
resolved including any appeals and remands.

RECORDS ACCESS AND INSPECTIONS

Licensee, at the request of DOL, must provide access to all records retained in connection
with the receipt of Confidential Information under this Agreement. Upon request, such
records must be made available for inspection, review, and/or copying at no additional cost to
DOL.

RECORDS REQUEST - PUBLIC RECORDS ACT

Both Parties to this Agreement are subject to the chapter 46.52 RCW (Public Records Act). If
Licensee believes that any information it gives to DOL is confidential or privileged in nature,
then Licensee may mark such information accordingly. Subject to the provisions of the
Public Records Act, DOL will maintain the confidentiality of such information, and will provide
Licensee with all notifications and protection rights afforded by the Act.

If Licensee receives a public records request relating to any Confidential Information accessed
under this Agreement, Licensee will maintain the full confidential nature of such information to
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25.

26.

27.

the greatest extent allowed by law. Licensee will further provide notice to DOL consistent with
the requirements of the Public Records Act, and will fully support DOL in maintaining the
confidential nature of such information.

HOLD HARMLESS

Licensee shall hold DOL harmless for any damages or claims arising from its own acts and/or

omissions, which includes those acts or omissions of its Authorized Users, employees or
agents.

SEVERABILITY
If any provision of this Agreement or any provision of any document incorporated by reference

shall be held invalid, such invalidity shall not affect the other provisions of this Agreement which
can be given effect without the invalid provision, if such remainder conforms to the requirements
of applicable law and the fundamental purpose of this Agreement, and to this end the provisions

of this Agreement are declared to be severable.

TERMINATION

Termination of this Agreement may be as set forth below. All termination matters may be
applied as a suspension instead of a full termination, except that any suspension lasting
longer than ninety (90) days will automatically terminate this Agreement.

A. Unilateral Termination by Licensee
Licensee may terminate this Agreement at any time and for any reascn upon providing

written notice to DOL.

B. Administrative Terminations
If DOL’s authority to actively engage in this Agreement is suspended or terminated,
whether by lack of funding, or by any other governmental issue, including internal
changes in policy, that causes the disruption of authority to engage in the required
activity, such a termination or suspension of authority will automatically cause a

termination or suspension of this Agreement. DOL also retains the right to terminate this

Agreement for convenience. DOL is to provide as much notice as possible when such
termination or suspension appears eminent. This involuntary termination is without
cause.

C. Termination for Cause

DOL’s may terminate this Agreement, or any access privileges under this Agreement, for

the violation of a material term or condition of this Agreement. DOL has sole discretion
on whether such non-compliance is cause for immediate termination of the entire
Agreement, whether it should suspend or terminate an Authorized User's access, or
whether Licensee should be granted a cure process to correct any non-compliance
without further actions.

28. WAIVER
The omission of either Party to exercise its rights under this Agreement does not preclude that
Party from subsequent exercising of such rights and does not constitute a waiver of any rights
under this Agreement, unless stated as such in writing, and signed by an authorized
representative of the Party.
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Attachment A
Data Security Requirements

1. DATA CLASSIFICATION
The classification of the Data shared under this Agreement includes:
[] Category 1 — Public Information
[] Category 2 — Sensitive Information
<] Category 3 — Confidential Information (includes Personal Information)
Category 4 — Confidential Information Requiring Special Handling (if Social Security
Numbers, or medical information are provided)

For all Confidential Data that is electronically stored, processed, or transmitted, Licensee shall
apply the following requirements:

2. DATA SECURITY
Licensee must protect the confidentiality, integrity and availability of Data with administrative,
technical and physical measures that meet generally recognized industry standards and best
practices or standards established by the Washington State Office of the Chief Information
Officer (OCIO).

Examples of industry standards and best practices include any of the following:

a) 1SO 27002

b) PCIDSS

c) NIST 800 series

d) OCIO 141.10 (https://ocio.wa.qov/policies/141-securing-information-technology-
assets/14110-securing-information-technology-assets)

NOTE: DOL has the right to implement security measures that may exceed OCIO or industry
standards and best practices; if any security measures of this Agreement exceed OCIO or industry
standards and best practices, then the higher DOL measures will apply. However, if any security
measures of this Agreement fall below OCIO standards, then OCIO standards will apply.

3. NETWORK SECURITY
Licensee's network security must include the following:

a) Network firewall provisioning

b) Intrusion detection

c) Quarterly vulnerability assessments
d) Annual penetration tests.

4. ACCESS SECURITY
Licensee shall restrict Authorized User access to the Data by requiring a login using a unigque
user ID and complex password or other authentication mechanism which provides equal or
greater security. Passwords must be changed on a periodic basis at least quarterly. The
sharing of user ID and passwords is strictly prohibited. Licensee is solely responsible for
protection of all of its user IDs and passwords, and is responsible for all breaches caused
through the use of its user IDs and passwords.

5. APPLICATION SECURITY
Licensee shall maintain and support its software and subsequent upgrades, updates,
patches, and bug fixes such that the software is, and remains secure from known
vulnerabilities. Licensee must secure web applications that minimally meet all the security
controls as generally described in either:
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a) The Open Web Application Security Project Top Ten (OWASP Top 10), or
b) The CWE/SANS TOP 25 Most Dangerous Software Errors

6. COMPUTER SECURITY
Licensee shall maintain computers that access Data by ensuring the operating system and
software are updated and patched monthly, such that they remain secure from known
vulnerabilities. Licensee computer device(s) must also be installed with an Anti-Malware
solution and signatures updated no less than monthly.

7. DATA STORAGE
Licensee shall designate and be able to identify all computing equipment, on which Licensee
stores, processes, and maintains Data. No Data at any time may be processed on or
transferred to any portable storage medium. Laptop/tablet computing devices are not
considered portable storage medium in this context provided it is installed with end-point
encryption.

8. ELECTRONIC DATA TRANSMISSION
Licensee shall maintain secure means (e.g., HTTPS or SFTP) for the electronic transmission
or exchange of system and application data with DOL or any other authorized Licensee.

9. DATA ENCRYPTION
Licensee shall encrypt all Data, whether in transit or at rest, by using only NIST or ISO
approved encryption algorithms; this includes all back-up copies of Data. Licensee further
must install any laptop/notebock computing device, processing Data, with end-point
encryption (i.e., full disk encryption).

10. DISTRIBUTION OF DATA
Licensee may only use and exchange Confidential Information for the purposes as expressly
described and allowed in this Agreement. In addition to any other restrictions on Permissible
Use, Confidential Information may not be distributed, repurposed or shared across other
applications, environments, or business units of Licensee. Licensee must assure that no
Confidential Information of any kind is transmitted, exchanged or otherwise passed to other
contractors/vendors or interested parties except Licensee and/or Subrecipients who have an
authorized legal Permissible Use according to this Agreement, and who are under contract
with Licensee.

11. DATA DISPOSAL
Unless a more immediate disposal requirement is set forth in this Agreement, Licensee, upon
termination of this Agreement, shall erase, destroy, and render unrecoverable all DOL
Confidential Data and certify in writing that these actions have been completed within thirty
(30) days of the termination of this Agreement. At a minimum, media sanitization is to be
performed according to the standards enumerated by NIST SP 800-88r1 Guidelines for
Media Sanitization.

12. OFFSHORING - ELECTRONIC
Licensee must maintain the primary, backup, disaster recovery and other sites for storage of
Confidential Data only from locations in the United States.

Licensee may not commit the following unless it has advance written approval from DOL.:

a) Directly or indirectly (including through Subrecipients) transmit any Confidential Data
outside the United States; or
b) Allow any Confidential Data to be accessed by Subrecipients from locations outside of
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the United States.

For all Confidential Data that is physically stored, processed, or distributed in a hardcopy format,
Licensee shall apply the following requirements:

13.

14.

15.

HARDCOPY STORAGE

To prevent unauthorized access to printed Confidential Information obtained under this
Agreement, and loss of, or unauthorized access to this Confidential Information, printed
copies must be stored in locked containers or storage areas, e.g. cabinets or vaults. Hard
copy documents must never be unattended or in areas accessible to the public, especially
after business hours.

HARDCOPY TRANSPORTATION

If hard copy documents containing Confidential Information are taken outside a secure area,
those documents must be physically kept in possession of an authorized person, or a trusted
courier providing tracking services. Records must be maintained for all transported
hardcopies showing the person(s)/courier(s) responsible for such transportation, including the
receiving party.

OFFSHORING - HARDCOPY
Licensee must maintain all hardcopies containing Confidential Information at locations in the
United States.

Licensee may not directly or indirectly (including through Subrecipients) transport any
Confidential Information outside the United States unless it has advance written approval
from DOL.
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Attachment B
Permissible Use Requirements

DATA USE

Licensee must institute and maintain written policies and procedures to ensure Data is only
used as authorized herein. At a minimum the policies and procedures will include, training
requirements for all personnel with access to Confidential Information on the Permissible
Use(s) of Data. Licensee must be capable of demonstrating the training and education was
delivered to all applicable personnel who have are an Authorized User, employees and
agents.

. APPROPRIATE USE DECLARATION

Licensee must require all Authorized Users to sign an Appropriate Use Declaration prior to
accessing DRIVES. The Declaration must include a statement that the Authorized User
understands and acknowledges:

1. His/her obligations and responsibility to use Confidential Information only to
accomplish his/her official job duties;

He/she will maintain the confidentiality and privacy of the information accessed;
He/she will not share Confidential Information with unauthorized persons;
He/she will not use Data access for personal reasons or benefit; and

Misuse of any Confidential Information may be considered a felony and may be
punishable by fine or imprisonment.

Licensee must maintain the signed declaration. Licensee must provide copies of signed
Appropriate Use Declaration upon request by DOL.

ok wn

PERMISSIBLE USE EVALUATIONS
At least annually, Licensee must conduct a review of all Authorized Users' access and use
of Confidential Information to ensure that such access and use is within official job duties.

SECURE USE

Licensee must maintain and support administrative, technical or physical methods used to
monitor compliance with the Permissible Use(s) authorized in this Agreement across all
Licensee business practices. Methods may include any of the following:

a) View only access to Data

b) System limitations or controls

c) Confidentiality agreements

NON-CONFORMING PERMISSIBLE USE NOTIFICATION
Licensee shall notify DOL personnel in the event of confirmed unauthorized use of Data.
Licensee must perform the following:

a) Notify the DOL by e-mail at DataServices@dol.wa.gov of such an event within 24 hours
of discovery
Identify the Data and non-conforming use of the Data.

b) If the misuse is a criminal offense requiring notification to individuals, cooperate and
facilitate with the notification of all affected individuals. At DOL's discretion, Licensee
may be required to directly perform notification requirements, or if DOL elects to perform
the notifications, Licensee may have to reimburse DOL for all costs associated with the
notification.
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dL WASHINSYOH STAVE CEPARTMERT OF Driver and Plate Search (DAPS) and
s LICENSING Driver Information and Adjudication System (DIAS)
Agency Access Request

Agencies use this form to request access to the DAPS or DIAS systems. A person with authority to commit its
organization to contractual obligations must sign this form.

Email the completed application and documentation that identifies the designated contract administrator as an employee
of your agency (examples: employsese ID, credentials, badge, etc.) to: DataServices@dol.wa.gov

Online system access (select all that apply):

(21 DAPS - ontine driver and vehicle records search for use in investigations

LJDIAS - online system to view and electronically update driver records used by courts, prosecuting attorneys, and
government agencies.

Agency name
Sequim Police Department

ORI or NCIC number EIN, TIN, or UBI
WAO0050300 91-6001502 TIN

Office nameo and location
Sequim Police Department

Physical address (Street, Apertmant or suite number, City, Stats, ZIP cods)
152 W, Cedar St., Sequim WA 98382

Mafling address (Address ar PO Box, CRy State, ZIP codo)
152 W. Cedar St., Sequim WA 98382

Account administrator name (persen authorized to agree to the click-through contract) | Title

Sean Madison Staff Sergeant

Email (Area codg) Telaphone number
smadison@sequimwa.gov (360) 683-7227

Provide a detailed explanation of why you need driver or vehicle record information. Insufficient detail or specifics may
cause your application to be rejected.

To investigate crimes and perform law enforcement duties in the City of Sequim.

Wil you disclose the information to third parties? .. ... .........iivireenenenarenrneneeeeeeeanns Clves No
If “Yes,” to whom and why? Be specific.

Do you have the authority to delegate the account administrator named above to agree to the
contract terms and CONATIONSD . . . . ...\ttt et et e e et et e ee e ee i es s aeaeensaeesssees [MYes [INo

! certify under penally of perjury under the laws of the stateéof)ﬂl?bton that iy foregoing is true and correct.
08/15/2018 Sequim, WA X - | _—=

Oate and place signed Signature (TyprYour name or sign here)
Chief of Police

Tile

R o e I

P T

Date received COoias Ooaes Actlon taken: (] Approved (] Dented
DSHS child support enforcement? [1ves [Ino X
911 dispatchers? [Ives [Ino

Signature of approver
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